Dokumentasi Pengerjaan

By. Choirul Abidin and assesor Fajar Septian

GAMBAR TOPOLOGI
-
Inr%ner
|
-
f{ reless Ftnjf'ﬁf; %,
7’ 7
7’ Y
rd 77
- ' )
' - Switch ?
Komputer Smartphone

Laptop



Konfigurasi Router 1

I Routing [
(" System ¥
B Queues ; Identity

B Files | Identity: |i Routerboard
| Log

27 RADIUS

» Tools b
B New Terminal

<& DotlX 0
@: MetaROUTER

#2 Partition

b Make Supoutrif
() New WinBox

Tampilan untuk mengubah nama Mikrotik menjadi Wifi Routerboard



[ ] Use Service Tag

Membuat VLAN1 dengan menggunakan Interface ether2

v =| & |3 ||| T|| Detectinemet
| Name 7 | Type |Actual MTU L2 MTU [Tx |Rx -
R 4 etherl-Internet  Ethernet 1500 1598 0 bps 54
R 4 ether2-LAN Ethernet 1500 1596 95.0 kbps B.]
R &9 vianl VLAN 1500 1594 0 bps
R g9 vianZ-guru  VLAN 1500 1594 0 bps
@ ether3 Ethernet 1500 1598 0 bps
4@ etherd Ethernet 1500 1598 0 bps
@ ethers Ethernet 1500 1598 0 bps
L RENRIES Interface <vianl=
X &9 wian2
General | Loop Protect  Status  Traffic | oK
Mame: |vlan1—s':5wa | Cancel
Type: |VLAN | Apply
MTU: | 1500 |
Disable
e Actual MTU: [1500 | =
Comment
9 items (1 selected) L2 MTU: | 1594 |
MAC Address: |6C:36:68:DE:78:8F | Copy
ARP: |enabled (%] Remove
ARP Timeout: | v Torch
VLAN ID: |10 |
Interface: |ether2-LAN [E3




Interface List

h.'eﬁa:e|it:rh:el.‘nl|EIHTH|E:I’Tm1&!|I’TmH|EFﬂETuIH|ﬂAH|W|Hwﬁ1;|HE|

i wianl-Wireless | Wireless (Atheros A...

X &9 wian2

1600

= Detec e

|Name / | Type |Actual MTU [L2 MTU |Tx |Rx -
R @& etherl-Internet | Ethernet 1500 1598 0 bps 44
R & ether-LAN  Ethernet 1500 1598 82.8 kbps X
R ¥ vianl VLAN 1500 1594 0 bps

& ether3 Ethernet 1500 1598 0 bps

& etherd Ethernet 1500 1598 0 bps

& ethers Ethernet 1500 1598

General | Loop Protect  Status  Traffic | oK
Mame:|vlan2—guru | Cancel
Tyrpe:|"u'1_AN | Apply
MTLU: | 1500 |

Actual MTU: | | Disable
L2 MTU: | . ——

MAC Address: | | Copy
ARP: |enabled [ #] Remove

ARPTlel:| | - Torch

VLAN ID: |20 |

Interface: |ether2-LAN

[ | Use Service Tag

Membuat VLAN2 dengan menggunakan Interface ether2




DI-ICPCiEnt|I]-l:FE:i:tD|iIB|

EEIEIII%&IIMI

+ |Use P...|Add D... | IP Address

|Expires After | Status |+

r.lﬂ’l—ium yes yes 192 168 4 25/24

00:07:23 bound

DHCP Client =ether 1-Internet=

Dmp|m|m|

Interface: | etherl-Internet

[v| Use Peer DNS
[v] Use Peer NTP

Add Default Route: |yes

s

Membuat etherl dengan menggunakan DHCP-Client




Address List
1= ][] (=] [ [Find__]
| Address |Network Teieen =

D - 192 168.4.25/24 192.168.4.0 ether1-Internet

Address: | 192168 40.1/24

Interface: |vlan1—s'rswa

Konfigurasi IP Address vlanl

Address List

EEE@EF —

D |=° 152 16B.4.25/24 192 168.4.0 etherl-Internet
== 192.168.40.1/24 192.168.40.0 vianl-siswa

Address: [192.168.60.1/24 |

=

Imterface: |vlaj12-guru

Konfigurasi IP Address vlan2



Address List
(][=] ][]
|M':“53 ||'N|Et'lllﬂl'k Interface !”v

D 5 192.168.4.25/24 192.168.4.0 etherl-Internet
%4 192.168.40.1/24 192168400  vianl-siswa
% 192.168.60.1/24 192.168.60.0  vianZ-guru

Address: [192.168.20.1/24

Nﬂtwk:| |Y

Interface: |wianl-Wirsless

Konfigurasi IP Address Wlan

E|E

+ [ Mode | surthenticatio. . |Unicast Ciph... |Group Ciphers |WPA Pre-Shared ..\ WPA2 Pre-Share... |
* |default none

MNew Security Profile

Gmal|mnms||znp|s-ai:|ceys|

Mame: |passwd-wianl |

Mode: [dynamic keys E3|
Authentication Types: [w] WPA PSK ] WPA2 PSK
[ WPAEAP [ | WPA2 EAP

Unicast Ciphers: [+ aes com [ tkip —

Group Ciphers: ] aes cem [ ] tkip

i

ey

WPA Pre-Shared Key: | 12345678 |
WPA2 Pre-Shared Key: | |

1 itemn

L]

Membuat Security Profile untuk wlan



Wireless Tables =1|E3

[+~ [=] [«][%] [] [7] [ cap [ wes cient ][ Setp Repeater || Scamer |[ Frea. Usage || Atgnmen: || wircless Snifer || wieless Snooper |

[Name / [ Type |Actual MTU _|Tx [Rx [Tx Packet (p/s)  |Rx Packet(pis) |FPTx  |¥
o wianl-Wireless  Wireless (Atheros A 1500 0 bps Obps 0 0
X g wianz2 Wirel [ o i T 0
Interface <wlanl-Wireless=
General Wireless | HT WDS Nsteme NVZ Staws Traffic
Mode: {ap bridge E3]
Band: | 2GHz-B/G =]
Channel Width: | 20040MHz Ce =]
Frequency: 2412 [#] mHz
SSID: | UKK_Choirul_Abidin [
Security Profile: |passwd-wlanl =]
WPS Mode: | push button [I=]
;iammufg(lselﬁm:l} Frequency Mul:le:|regulatnry—dnmajn || 3|
Country: |etsi =]
installation: [any =l
Default AP Tx Limit: | | = bps
Default Client Tx Limit: | | * bps
Default Authenticate
Default Forward
[] Hide SSID

Konfigurasi Wireless



DHCP Server

DHCP | Networks  Leases | Options | Optin Sets  Vendor Classes  Alerts |
EEl@llmmllwml

| Interface + |Relay | Lease Time | Address Pool |AddA.. | |

DHCP Setup

Select pool of ip addresses given out by DHCP server

Addresses to Give Out: [5.40.10-192.168.4050 |+

| Back || Newt | | cancel

Membuat DHCP Server untuk VLAN1



DHCP Server
DHCP | Nemiorks Leases Options Option Sets Vendor Classes  Alerts

EE /1[4 [ ] [ orcp conty | orce seup|

|nerfr-.l:e |LeaseTme

/ | Relay

|Address Pool |Add A |

dhc: pl vianl-siswa 00:10:00 dhcp_pooll

DHCP Setup

ip addresses given out by DHCP server

s

Addresses to Give Out: [8.60.10-192 1686050 | &

| Back || Next | | Cancel |

no

Membuat DHCP Server untuk VLAN2

DHCP Server
DHCP | Networks Leases Options Option Sets Vendor Classes  Alerts

EE | /1[4 [] [ orcp conng || oric sews

Interface /|Relay  |Lease Time

| Address Pool |AddA.. |

dhc: pl
dhcp2

vianl-siswa 00:10:00 dhcp_poold
vianZ-guru 00:10:00 dhcp_pooll

DHCFP Setup

Select pool of ip addresses given out by DHCP server

e

Addresses to Give Out: |8.20.10-192.168.2050 | %

| Back || Nex | | cance

no
o

Membuat DHCP Server untuk Wlanl




Hotspot

Servers | Server Profles Users User Profies  Actve  Hosts | IP Bindings | Service Ports  Walld Garden ..

Hotspot Setup

IEHE @ Reset HTML
Mame

-

DMS name of local hotspot server

Address Pool | Profile | Addresse... |

-

DMNS Name: | portalsmk.sch.id

0 items

Membuat alamat Login Hotspot




Mew Hotspot User Profile

Users L.lserPruﬂ&E|n¢:uue|l-mls| GHHEI|QUE:.|E|5{:rim| oK
| = T Name: |kepsek | Cancel
|Name / | Session Time...| Idig Address Pool: |dhcp_pool2 =] Apply
* O defautt
Session Timeout: | I Copy
Idle Timeout | none |*| -~ Remove
Keepalive Timeout: | 00:02:00 | -~

Status Autorefresh: |00:01:00 |

H"Iﬂ"ﬁ:lUSHEle | e
Rate Limit (re/te): |512k/512k | -
Add MAC Cookie

MAC Cookie Timeout | 3d 00:00:00 |

Al:ll:i'&ssLE.t| v
Incoming Fitter: | [
Outgoing Fiter: | I
Incoming Packet Mark | I
Outgoing Packet Mark | I
Dpﬂl.‘iﬂﬂ.ﬁl’mﬂ:h}ﬂaﬁ ||$|

[ | Transparent Proxy

Membuat Konfigurasi Rate limit/Kecepatan untuk user kepala sekolah




Mew Hotspot User Profile
Users UEHP'mﬂ&E|m|I-IuEB| GE‘H&I|Q1.E.|E|EI:|"1E|

Status Autorefresh: |00-:01:00 |

Shared Users: |1 | -
Rate Limit {roftx): | 256k/256k | -
[v| Add MAC Cookie

MAC Cookie Timeout | 3d 00:00:00 |

Incoming Filter: | [
Outgoing Fiter: | i
Incoming Packet Mark | [
Outgoing Packet Mark | [
Open Status Page: [atways =]

[ | Transparent Proxy

OK
| = T Name: | Guru | Cancel
|Name / | Session Time...| Idle Address Pool: |dhcp_pool2 =] Apply
* 9 default
O kepsek Session Timeout: | | ¥ Copy
Idle Timeout |none [E2R Remove
Keepalive Timeout: | 00-02:00 | -

Membuat Konfigurasi Rate limit/Kecepatan untuk user Guru




Mew Hotspot User Profile

Users User Profies | Active | Hosts I General | Queue  Scripts

Status Autorefresh: |00:01:00 |

Shared Users: |1 | -
Rate Limit {refod): | 128k/128k |-
[w] Add MAC Cookie

MAC Cookie Timeout | 3d 00:00:00 |

Incoming Filter: | |
Outgoing Fitter: | |
Incoming Packet Mark | |-
Outgoing Packet Mark | |
Open Status Page: |alvays 3

[ | Transparent Proxy

(8].4
g | = T Mame:|5i5wa | Cancel
| Name / | Session Time... | Idig Address Pool: |dhcp_pool2 =] Apply
i Guru
* default e
gke;suek " | I~ Copy
Idie Timeourt |rmne ||i| A Remove
HeepaiveTnmt:ml]:ﬂz:Dﬂ | &

Membuat Konfigurasi Rate limit/Kecepatan untuk user Siswa




Server Profiles mas|mam|m|um|l=m|sﬁmm|mﬁm|mﬁmrm|_|

|E||E| [v|[%] [O] [ 7] o Reset Counters || Reset Al Counters |

/ |Name | Address [MAC Address | Profile [Uptime
:Dumers and limits for trial users
*
B
O hotspotl  admin
ot Use
General | Limis  Statistics | oK |
Server: | hotspotl =1 Cancel |
Mame: |kepsek | | Apply |
Password: [123 | :
Address: | | - | Disable |
MAC Address: | | - | nent |
Profile: | kepsek =] | Copy |
2 items (1 selected) Routes: | v | | Remove |
| - | Reset Counters |
| Reset All Counters |

Membuat user kepsek

Server Profiles mm|mam|m|um|rm|sﬁmm|mﬁm|vﬂmﬁmrm|_|

|E||E| .E..|mmw”mmmw|

| Address |MAC Address [ Profile |Uptime
:numers and |IIT'|I[5 for trial users
*
O hotspotl  admin
O hotspotl  kepsek e
General | Limis  Statistics | oK |
Senver: |hotspotl = | Cancel |
Mame: |Guru | | Apply |
Password: |456 | :
Adcl'ess:| | b | Disable |
MAC Address: | | - | Comment |
Pﬂ:rﬂe:|Guru ||3| | Copy |
3items (1 selected) Routes: | |v || Remove |
E | - | Reset Counters |
| Reset All Counters |

Membuat user Guru



Server Profiles mm|mam|m|l-mm| IP Bindings  Service Ports  Walled Garden  Walled Garden IP List ...

|E||E| [v|[%] [O] [ 7] o Reset Counters || Reset Al Counters |

/ Name [pduress  |MACAduress [Proie _[Upume | ~
o nnumers and limits for trial users
ML : ) 00:00:00
O hotspotl  admin
O hotspotl  kepsek
O hotspotl  Guru ot Use
General | Limis  Statistics | oK |
Server: |hD‘[‘3|JD‘tl || $| | Cancel |
Mame: | Siswa | | Apply |
Password: | 789 | :
Address: | | - | Disable |
MAC Address: | | - | ment |
Profile: [Siswa [+ | Copy |
4 items (1 selected) Routes: | BN Remove |
| - | Reset Counters |
| Reset All Counters |

Membuat user Siswa

New NAT Rule

General | Advanced Extra Action Stafistics | |
[#][=] [][%] < Chain:[srcna EI[*]| [ camar |
Server ¢ Name Sre. Address: | MR
Dst. Address: | [ - -
Fitter Rules NAT | Mangle Raw | LIEiE |
] =] ] ] ] e e || e ]
L*]
Src. Port: | | =
2| [Acton |Chain | Copy |
2D % redi.. hotspot Dst. Port | | = | = |
3D 4l redi.. hotspot Any. Port: | | »
4D Y| redi. notspot - | Reset Counters |
5D |4l redi.. hotspot In. Interface: | | -
&0 |fHjump hotspot — | R&BﬂtAICu.nters|
7D @ jump hotspot Out. Interface: || [etherl-Internet || % | &
8D |4 redi.. hs-unauth
8D % redi. hs-unauth In. Interface List: | [ -
100§l redi.. hs-unauth L
11D @ jump hs-unauth Out. Interface List: | [
12D %l redi.. hs-auth
13D fjump hs-auth Packet Mark | | >
oo place ho t:-|' it rules here C jon Marl |
14|X pas... unused-h... | | e
150 /| redi.. hs-unauth Routing Mark: | | -
N Routing Table: | | - -

Menghubungkan Jaringan kabel dan Jaringan wireless ke internet



Terminal

fill-rule=

S(if error == "")Selamat Datang di Hotspot FeTI‘E(if trial ==
&amp;
a>.S(endif)
S(endif)

S(if error)S(error)S(endif)

alt=
value= placeholder=

<input type= value=

-- INSERT --

Edit dan tambah tulisan Selamat datang di file hotspot/login.html



Konfigurasi Router 2

System " Auto Upgrade
@ Queues ~ Centiicates |dentity
B Files ke \dentity: [Switch-Irul |
Log Console

& RADIUS . Disks

4 Tools " History

P New Terminal _| |dentity

< DotlX LEDs

@:MetaROUTER  License

#2 Partition " Logging

b Make Supout rif Note

(O New WinBox Packages

B Exit " Password

. Pors
= Windows " Reboot
" Reset Configuration

Resources
RouterBOARD
SNTP Client
Scheduler
SCripts

Mengubah nama Mikrotik menjadi Switch



*

1 item out of 8 (1

Interface <bridgel=

General | STP VAN Status Traffic oK
Name: | bridge1-Choirul | Cancel | Find |
Type: | Bri |Tx Ii"'
ype: | Bridge | ot -
MTU: | -
Disable
Actual MTU: | 1500 |
L2 MTU: 65535 | Comment
MAC Address: | D6:84:65:89:1AED | Copy
ARP: | enabled | * Remove
ARP Timeout | - Torch
Admin. MAC Address: | -
Ageing Time: | 00:05:00 |
[ | IGMP Snooping
[] DHCP Snooping »
Fast Forward

Membuat Konfigurasi Bridge




Bridge [m]|E3
Bridge Poris | Port Extensions VLANs MSTIs PortMST Overrides Fiters NAT Hosts MDB

EE@

Interface | Bridge |Horizon | Trusted | Priority (h...| Path Cost |Role |-

MNew Bridge Port

oo o s

Interface: [etherl [ | cancer |

Bridge: | bridge1-Choirul I lT'

Horizon: | | - | Disahile |
Learn: |auto 3

[w| Unknown Unicast Flood
[w| Unknown Mulicast Flood
[v| Broadcast Flood

[] Trusted | »

0l

Membuat Port bridge untuk etherl

Brirge

Bridge Porls | PortExtensions VLANs MSTIs PortMST Overrides Fiters NAT Hosts MDB
*|=|[v]x| a7
# | Interface | Bridge |Horizon | Trusted | Priority (h...| Path Cost |Role |-
0H -
1H :
2IH & General | STP VAN Status | [ o I
3IH & ethq brt
Interface: |ether2 =] | e |
Bridge: | bridge 1-Choirul =] |—|! :
— L
[v| Unknown Unicast Flood
[v] Unknown Muticast Flood
[v| Broadcast Flood !B"'”"E
4i 1 selected]
tems | [v] Hardware Offload
Multicast Router: |T£=m|:m:|nra|ur]||r Query || * |
[] Fast Leave

Membuat Port bridge untuk ether2



Bridge [=](E3
Bridge Pms|pmﬁmmus|m|mm|mmmm|ﬁnm|mr|rmm|um|
[#][=] [»][]
# | |Interface | Bridge |Harizon | Trusted | Priority (h...| Path Cost |Role |
0H .
1H
2 H
3 H
Interface: |ether3 =]
Bridge: | bricige 1-Choirul (=]
Horizon: | | =
LeaI'n:|autu ||$|
[+] Unknown Unicast Flood
[+] Unknown Multicast Flood
[+] Broadcast Flood
4 items (1 selected]
[+ Hardware Offioad
Multicast Router: | Temporary Query [I=]
[] Fast Leave

Membuat I-’or-t bridge untuk -ether3-

Brirge:

Bridge Pms|pmﬁmmus|m|mm|mmnmm|ﬁnm|mr|rmm|m|
[#][=] [v][]
# | Interface | Bridge |Horizon | Trusted | Priority (h...| Path Cost |Role |
oH ]
1H
2 H
3 H
Interface: |etherd [I=]
Bridge: | bricige 1-Choirul I3
Horizon: | | =
LeaI'n:|autu ||$|
[+] Unknown Unicast Flood
[v] Unknown Multicast Flood
[+| Broadcast Flood
4 items (1 selected]
[v| Hardware Offioad
Multicast Router: |TEI'I'IDDFEI3" Query || * |
[ ] Fast Leave

Membuat 1-301‘-t bridge untuk -ether4-




Switch

IE 5] [=] [
¢ |VLAN ID |Ports |
New Switch VLAN
Switch: |5w'm:h1 || $| oK
VLAN ID: |10 | Cancel
Ports: |etherl |*| = Aoply
[ether2 2 :
lether3 2N Diabe
[ Independent Learning Comment
Copy
Remove
| enabled
0 items
Membuat Switch VLAN ID 10
Switch
]E 2]l =] ]
/ |WLAN ID | Ports |
Swrtc:hl 10 etherl, ether?, etherd
Mew Switch VLAN
Switch: |switchl 2
VLAN ID: |20 |
Ports: [etherl |* =
[etherd IEE
[] Independent Learning
| enabled
Litem

Membuat Switch VLAN ID 20



Switch

hd
|Name + | Switch |VLAN Mode | VLAN Header |Default VLAN ID
etherl switchl disabled leave as is 0
etherz2 switchl disabled leave as is .—- )
ether3 switchl disabled leave as is Switch Port =etherl=
etherd switchl disabled leave as is M et
ethers switchl disabled leave as is | 1 |
switchl cpu switchl disabled leave as is Switch: |switchl |
WLAM Mode: |secure || ¥
VLAN Header: (add if missing |||
Default VLAN ID: |0 | -
G items (1 selected)
Konfigurasi Port etherl
Switch
hid
|Name ¢ | Switch |VLAN Mode | VLAN Header |Default VLAN ID
etherl switchl SEecure add if missing 0
ether2 switchl disabled leave as is 0
ether3 switchl disabled leave as is - =
etherd switchl disabled leave as is Switch Port <ether2=
ethers switchl disabled leave as is Name: [ether?
switchl cpu switchl disabled leave as is ’ | |
Switch: |switchl |
‘I-I'LANI'uh:le:ha[:ure ||$|
VLAN Header: |ahuay‘s Sirip || * |
Default VLAN ID: |10 S
G items (1 selected)

Konfigurasi Port ether2



Switch

v
| Name /| Switch |VLAN Mode  |VLAN Header |Default VLAN ID R
etherl switchl Secure add if missing L]
ether2 switchl secure always strip 10
ether3 switchl Secure always strip 10
etherd switchl disabled T —
ethers switchl disabled SWIET FOIE SEher==
switchl cpu switchl disabled Name |Emer3 | oK

Switch: |switchl | Cancel
VLAM Mode: |5a: ure || *
VLAM Header: |ahl-'ay'5 strip || *
Default VLAN ID: | 10 | -
6 items (1 selected)
Konfigurasi Port ether3

Switch [=1{E3

v
| Name /| Switch |VLAN Mode  |VLAN Header |Default VLAN ID R
etherl switchl secure add if missing L]
ether2 switchl secure always strip 10
ether3 switchl Secure always strip 10
etherd switchl secure always strip 20
ethers switchl disabled leave as is 0
switchl cpu switchl dizabled Switch Port <etherds

Name: |etherd | oK
Switch: |switchl | Cancel
Wﬁ.hlhh:le:hecure ||$| —
VLAMN Header: |alway*5 strip || * |
Default VLAN ID: |20 | -
6 items (1 selected)

Konfigurasi Port ether4




Tes Pengujian Hasil

% I
MiIKror s

Selamat Datang di Hotspot PeTIK

Connect

Tampilan Login hotspot untuk user kepsek

Hi, kepsek!
IP address 192.168.20.44
Bytes up / down OB/OB

Connected 0

Status refresh

Log out

Tampilan Login hotspot untuk user kepsek



h&: I N
MiIkror s

Selamat Datang di Hotspot PeTIK

Connect

Tampilan Login hotspot untuk user Guru

Hi, Guru!

IP address 192.168.20.44
Bytes up / down 0B/OB
Connected 0

Status refresh

Log out

Tampilan Login hotspot untuk user Guru



% I
MiIKror s

Selamat Datang di Hotspot PeTIK

Connect

Tampilan Login Hotspot untuk user Siswa

Hi, Siswa!
IP address 192.168.20.44
Bytes up / down 0B/OB

Connected 0

Status refresh

Log out

Tampilan Login Hotspot untuk User Siswa



Settings

Wi-F

Network

Bluetookh

Background

Appearance

Notifications

Online Accounts

5]
-
=T}

1
-
(=]

Sound

Power

Displays

Network

Wired

Cancel Wired

Details Identity IPv4 IPv6 Security

100 Mby/s

192.168.40.50

fe80::86b4:dcOb:fa56:cach
D8:5E:D3:1D:1D:6A
Default Route 192.168.40.1
DS 192.168.4.1 8.8.8.8
~| Connect automatically
»~ Make available to other users

Metered connection: has data limits or can incur charges

Remove Connection Profile

Tampilan IP Address Port 2 dan Port 3 di Router-Switch




Settings

Wi-F

Network

Bluetooth

Background

Appearance

Motifications

Se

Cancel Wired

Details Identity IPv4 IPV6 Security

100 Mb/s

192.168.60.49
Fe80::86b4:dcOb:fa56:cach
D8:5E:D3:1D:1D:6A
192.168.60.1

192.168.4.1 8.8.8.8

»| Connect automatically

" Make available to other users

Metered connection: has data limits or can incur charges

Remove Connection Profile

Tampilan IP Address Port 4 di Router-Switch




Gambar Topologi versi Kabel port

i voeos

=i =8

Sosmed:

Linkedin : linkedin.com/in/choirul-abidin-ab262b24a

Blogspot : teknologi-it-santri.blogspot.com/

~~~ To Be Exelent ~~~

*Dibuat pada hari Selasa, 9 Mei 2023 dengan Assesor Pembimbing Fajar Septian


https://www.linkedin.com/in/choirul-abidin-ab262b24a
https://teknologi-it-santri.blogspot.com/
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